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Notice

The Broadband Forum is a npnofit corporation organized to create guidelines for broadband
network system development and deployment. This Broadband Harcinmical Reporthas been
approved by members of the Forum. This Broadband Fdeohnical Reporis not binding on the
Broadband Forum, any of its members, or any developer or service provider. This Broadband
ForumTechnical Reporis subject to change, but only with approval of members of the Forum
This Technical Reporis copyrighted by the Broadband Forum, and all rights are resétoeitbns
of this Technical Repontnay be copyrighted by Broadband Forum members.

THIS SPECIFICATION IS BEING OFFERED WITHOUT ANY WARRANTY WHATSOEVER,
AND IN PARTICULAR, ANY WARRANTY OF NONINFRINGEMENT IS EXPRESSLY
DISCLAIMED. ANY USE OF THIS SPECIFICATION SHALL BE MADE ENTIRELY AT THE
IMPLEMENTER'S OWN RISK, AND NEITHER the Forum, NOR ANY OF ITS MEMBERS OR
SUBMITTERS, SHALL HAVE ANY LIABILITY WHATSOEVER TO ANY IMPLEMENTER

OR THIRD PARTY FOR ANY DAMAGES OF ANY NATURE WHATSO¥ER, DIRECTLY

OR INDIRECTLY, ARISING FROM THE USE OF THIS SPECIFICATION.

Broadband Foruriiechnical Repostmay be copied, downloaded, stored on a server or otherwise
re-distributed in their entirety only, and magt be modified without the advance written
permission of the Broadband Forum.

The text of this notice must be included in all copies of this Broadband Farchmical Report
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Executive Summary

The Broadband Forum, in cooperation with 3GPP, is developing architecture and solutions for the
interworking between wireline and wireless networks:-Z03[7] defines the architectural

framework for interworking, high level requirements for interworking solutions andod ss¢

cases that the solution should support.

TR-291Dbuilds on the work donie TR-203 and provides the nodal requirements for solutions
associated with the FRO3interworkingarchitecture and use cases.
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1 Purposeand Scope

1.1 Purpose

Since the introduction of mobile devices that incl\WdieFi, there has been an increasing intemest i
coordination and interworking among wireless and wireline networks. The rise in the use of
smartphones at public hotspots has accelerated this in#ssdbe popularity of smartphones,

tablets, and mobilitgnabled laptops continues to increase, arrgimg ecosystem is taking shape
where applications are developed largely independently of accessTilipes is increased desire to
provide network capabilities that offer better user experiences and more efficient network utilization
for these devices dsey handoff, roam, tether, and attach to wireline locations. The interworking
between fixed and mobile networks is becoming a requirement for operators that wish to provide
superior user experiences.

The Broadband Forum has published an architectuaddwork for interworking between fixed
access and 3GPP mobile accessd@®Ru203[7], Interworking between Next Generation Fixed and
3GPP Wireless Acces§R-203 defines business requirements, use casesldvighfunctional
architecture, and deployment options for interworking. Building on that, the purpdsezf1is to
provide a system architecture at the nodal level and nodal requirements in support of the scope of
TR-203.

1.2 Scoe

TR-291covers requirements on the regional access network and customer premises network in
order to support interworking between BBF wireline access networks and 3GPP wireless networks
to allow the attachmemif 3GPP User EquipmeE) to wireline networks. The network elements
involved include: Residential Gateway (RG), Access Node (AMN)ti ServiceBroadband

Network GatewayNIS-BNG), Broadband Policy Control Function (BPCFixed Access

Authentication Auborization Accounting Server (AAA), UE, FeméacessPoint (Femto AP)and

Wi-Fi AP. TR-291depends on requirements that 3GR# 11 hasdevelogdfor elements like

Policy andCharging Ruls Function (PCRF), R&ke Data Networks Gateway (PDN GW\evolved

Packet Data Gateway (ePDG), and other 3GPP network elements.

TR-291refers toTR-124i3[2], TR-134[3], TR-145[4], TR-146[5], WT-178[6], TR-203[7], and
3GPP Relll specifications TS 23.1321], TS 23.20312] and TS 23.40P14] as appropriate.
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2 References andlrerminology

2.1 Conventions

In this Technical Reportseveral words are used to signify the requirements of tledispgon.
These words aralwayscapitalized More information can be found be RFC 211926].

MUST This word, or theermil R E QU | R E Dsdhat then@efinition is an
absolute requirement of the specification.

MUST NOT This phrasenears that the definition is an absolute prohibition of th
specification.

SHOULD This word, or theermi RECOMMENDED O, meoala s
exist valid reasons in particular circumstances to ignore this item,
the full implicationsneed ¢ beunderstood and carefully weigt
before choosing a different course.

SHOULD NOT This phrase, or the phrase "NOT RECOMMENDED" means that t
couldexist valid reasons in particular circumstances when the
particular behavior is acceptable or everfulséut the full
implicationsneed tdbe understood and the case carefully weighed
before implementing any behavior described with this label.

MAY This word, or theermit OP TI1 ONAL O, means th
an allowed set of alternatives. An implentation that does not
include this option MUST be prepared to intgrerate with another
implementation that does include the option.

2.2 References

Thefollowing references are of relevance to thechnical ReportAt the time ofpublication, the
editions indicated were valid. All references are subject to revision; afsthiis Technical Report
are therefore encouraged to investigate the possibilépplying the mostacent edition of the
references listed below

A list of currently valid Broadband Forum Technical Reports is published at
www.broadbandorum.org

Document Title Source Year
. Migration to EtherneBased Broadband ~ Broadband
[1] TR-101i2 Aggregation Forum 2011

Functional Requirements for Broadband Broadband

2] TR-124i3 Residential Gateway Devices Forum 2012
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Broadband Policy Control Framework ~ Broadband

[38] TR-134 (BPCF) Forum 2012
Multi-service Broadband Netwk Broadband
[4]  TR-145 Functional Modules and Architecture Forum 2012
Broadband
[5] TR-146 Subscriber Sessions Forum 2013
Multi-service Broadband Network Broadband
[6] Wwr-178 Architecture and Nodal Requirements Forum wip
Interworking betweehextGeneration Broadband
71 TR-203 Fixedand 3GPPWirelessNetworks Forum 2012
[8] TS 23.002 Network architecturéRelease 11) 3GPP 2012
Numbering, addressing and identification
[0] TS23.003  (Release 11) 3GPP 2012

General Packet Radio Service (GPRS);
[10] TS 23.060 Service description; Stage(Release 11) 3GPP 2012

3GPP systemfixed broadband access

[11] TS 23.139 network interworking; Stage (Release 11) 3GPP 2012
[12] TS 23.203 Policy and charging control architecture 3GPP 2012
' (Release 11)
General Packet Radio Service (GPRS)
[13] TS 23.401 enhancemds for Evolved Universal 3GPP 2012

Terrestrial Radio Access Network-(E
UTRAN) accesfRelease 11)

[14] TS 23.402 Architecture enhancements for R8GPP 3GPP 2012
accessefRelease 11)

Access to the 3GPP Evolved Packet Core
[15] TS 24.302 (EPC) via noR3GPP accessetwork; Stage 3GPP 2012
3 (Release 11)

Policy and Charging Control (PCC) over

[16] TS 29.215 S9 reference poinStage JRelease 11) 3GPP 2012

[17] TS 29.273 3GPP EPS AAA interfaces (Release 11) 3GPP 2012
Evolved General Packet Radio Service

[18] TS 29.274 (GPRS) Taneling Protocol for Control 3GPP 2012

plane (GTPvVZXC) (Release 11)

General Packet Radio System (GPRS)
[19] TS 29.281 Tunneling Protocol User Plane (GTPW) 3GPP 2012
(Release 11)
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3G security; Network Domain Security
[20] TS 33.210 (NDS); IP network layer secuyit(Release 3GPP 2012
11)

Security of Home Node B (HNB) / Home

[21] TS 33.320 evolved Node B (HeNB) (Release 11) 3GPP 2012

[22] TS 33.402 Security aspects of neBGPP accesses 3GPP 2012
(Release 11)

[23] IEEE 802.11 Wireless LANs IEEE 2007

[24] IEEE 802.1Q Virtual LANs IEEE 2011

[25] IEEE 802.1X Port Based Network Access Control IEEE 2010

[26] RFC 2119 Key V\_/ords for use in RFCs to Indicate IETE 1997
Requirement Levels

[27] RFC 2784 Generic Routing Encapsulation IETE 2000
RADIUS (Remote Authentication Dial In

[28] RFC 3579 User Service) Sygort For Extensible IETE 2003
Authentication Protocol (EAP)
IEEE 802.1X Remote Authentication Dial

[29] RFC 3580 User Service (RADIUS) Usage Guidelines IETF 2003
Layer Two Tunneling ProtocelVersion 3

[30] RFC 3931 (L2TPV3 IETF 2005
Identity Seleebn Hints for the Extensible

[31] RFC 4284 Authentication Protocol (EAP) IETF 2006
Dynamic Authorization Extensions to

[32] RFC 5176 Remote Authentication Dial In User Servit IETF 2008
(RADIUS)

[33] RFC 5844 IPv4 Support for Proxy Mobile IPv6 IETF 2010

2.3 Definitions

The following terminology is used throughout tfiechnical Report

3GPP Access 3GPP based access authentication is executed across a SWa/STa re

Authentication point as depicted in tH&GPPEvolved PacketSystem (EP$architecture.

3GPP Allocation and The 3GPP @Qality of Service (QoS)parameter Allocation and Retention

Retention Priority Priority contains information about the priority level, the-preption

capability and the premption vulnerability.
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3GPP-BBF
Int erworking

3GPP Network-
Based Mobility

3GPP PCC Rule

3GPP Cl

3GPP QoS Rule

3GPP routed
connectivity

3GPP Tunnel
Authentication

3GPP UE
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It occurs when a 3GPBE accesses the interraetd/or other services
through the BBF access netwadrky femtocellor WirelessLAN

(WLAN) connectivity. For such purpose, the BBF requests the 3GPP
domain for authenticatigrauthorizatiorand poliy parameter$or the
3GPP UE, with the aim of either offloading traféintothe local wireline
network and/or routing it through the 3GPP domain.

3GPP Network Based Mobility occurs when the mobility managemen
supportedy the trusted/nottrusted BBF domain which may consult the
3GPP domain in the setup process (e.g. request the IP address from
PDN GW).

A set of information enabling the detection of a 3GPP service data flo
defining its associated 3GPP ®parameters and enabling charging
differentiation Please note that f@BF routedconnectivity charging
information is not applicable. The 3GPBIlicy and Charging Control
(PCQ rule is defined in 3GPP TS 23.2[12].

3GPP QoS Class Identifier (QCI) is a scalar that is used as a referenc
nodespecific set of parameters and values that control packet forwarc
treatment (e.g. scheduling weights, admission thresholds, queue
management thresholds, link layer il configuration) to be provided
for a specific mobile service. This parameter is defined in the 3GPP T
23.203[12].

A set of information enabling the detection of a 3GPP service data flo
and defining its asxiated 3GPP QoS parameters. BBPP QoS rules
are defined iBGPP TS 23.20RL2].

When a 3GPRJE is attached to a WLAN or to a 3GPP femtocell, the |
traffic from the 3GPP UE (both transmitted fromdareceived by the UE)
is routed through the 3GPP domain, e.g. via ePDG and/or PDN GW,
traversing the BBF network.

For 3GPP routed traffiseamless IP connectivity is supported, since th
anchor point for mobility is located the 3GPP network.

NOTE: This scenario is similar to the roaming setup between two 3GF
operators, in particular to the Home routed scenario when traffic reacl
network element in Homeublic Land Mobile Network (HPLMN)

Tunnel Authentication refers tbe procedure by which the UE and the
ePDG/PDN GW perform mutual authentication duringlBPsectunnel
establishment between the UE and the ePDG/PDN GW

It is theend-user device that allos\access to network services. The
interface between theBJand the 3GPP network is the radio interface. -
User Equipment consists of the Universal Integrated Circuit (LAIC)
and the Mobile EquipmerME). The UE is defined in the 3GPP TS
23.002[8].

12 of 62
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APN The Access Point Nam@&PN) is defined in 3GPP TS 23.008. It is
typically a Fully Qualified Domain Name that resolves to a 3GPP
Gateway GPRS Support No(@GSN or PDNGW for a given service as
requested by the 3GPP UE.

It is composed of two pat

1. The APN Network Identifier: this defines to which external network
GGSN/DN GW is connected and optionally a requested service by tt
3GPP UEThis part of the APN is mandatory.

2. The APN Operator Identifier: this defines in whiakbkc LandMobile
Network (PLMN)GPRS/EPS backbone the GGSNNPGW is located.
This part of the APN is optional.

BBF routed When a 3GPRJE is attached to a WLAN, the IP traffic from the 3GPP

connectivity UE (both transmitted from and received by the UE) is routedtbaitie
fixed network services and/or to the Internet from the BBF network
without traversing the 3GPP EPC.

Gateway Control An association between a BPCF and a PCRF used for transferring ac

Session specific parameters, BPCF events and QoS rules betweBICRF and
BPCF. The Gateway Control Session is defined in 3GPP TS 23139
and3GPPTS 23.20312].

Host-Based Mobility HostBased Mobility occurs when the mobility management is perform
directly by the 3GPP UE without intermetBd®8BF network intervention.
In this mobility type the 3GPP UE establishes a direct tunnel towards
3GPP domain (BN GW) which is used to forward all traffic to and fron
the user equipment. The fixed network>xjes the entire authentication
signaling towards the 3GPP domain andREX¥N GWis responsible for
assigning a virtual IP address to the tunnel during the setup process.

IMSI The International Mobile Subscriber Ident{tMSI) is a unique
identification umber, stored on @ubscriber Identity ModuleS{M)
inside the phone or mobile device, and used to identify a 3GPP subsc
The IMSI is defined in 3GPP TS 23.0[%.

IP-CAN Session The IP Connectivity Access Network ([PAN) Session ishte association
between a 3GPP UE and an IP network. The association is identified
one IPv4addressand/or an IPv6 prefix together with 3GPP UE identity
information, if available, and Racket Data NetworkPON) represented
by a PDN ID (eg. an APN). AnP-CAN session exists as long as 3GPP
UE IP addresses/prefix are established and announced to the IP netv
The IRCAN Session is defined in the 3GPP TS 23.pA®3.

Network-Based NetworkBased Mobiliy occurs when the mobility management is
Mobility performed by the 3GPP network.

Regional Broadband As defined inSection1.6/TR-101i2[1], the RegionalBroadbandNetwork
Network interconnects theerviceprovider's networks and the@ess networks.

Typically more than one access network is connected to a common
regional network.
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S2a

S2b

S2c

S9a

STa/SWa

Subscriber Session

Trusted Access

TWAG
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The ability of a 3GPP device to access services according to their ust
profile while moving outside of their subscribed home network, i.e. by
usingan access point of a visited network.

Reference point between theusted WLAN Access Gateway(VAG) and
the 3GPHRPDN GW. It is usedor interworking between a Trusted BBF
Access and 3GPP netwaalkd forsupporing IP NetworkBased Mobility.
It conveys mobility and policy control from the 3GPP domain towards
TWAG.

Reference point between the ePDG and the 3@PIR GW. It is used for
interworking between Untrusted BBF and 3GPP networkd@and
supporing IP NetworkBased Mobility. This referengaoint is intra
3GPRdomain

Reference point between the 3GPP UE and the FE@MPGW. It is used
for interworking between BBF and 3GPP networks fanduppoting
HostBased Mobility. It provides the user plane with related control an
mobility supportbetweerthe3GPP UE and the 3GPP Gateway. This
reference point is implemented over Trusted and/or Untrusted BBF A
and/or 3GPP Access

The reference point between the BPCF and the 3GHEFPIt is intended
to supportmterworking between BBF ar8iGPP networks, providing
transfer of dynamic QoS control policies from the PCRF towards the
BPCF for hosthased mobility (S2c¢), netwotased mobility (S2b) and
BBF routedtraffic.

Reference point between thexed AccesRAA Serverand the3GPP
HSS/AAA. It is used for transporting access authentication, authorizat
mobility parameters and accounting information.

As defined inSection2.3/TR-146[5], aSubscriber Session can b@aint
to-Point Potocol PPB Session, an IP Session, or an Ethernet Sessior
Subscriber sessions are used to represent all traffic that is associatec
that subscriber by a given service provider in order to provide a conte
policy enforcement.

An Access network is consideredisted by the Home 3GPP Network
serviceprovider when it fulfills all the security features deemed neces:
by the Home 3GPP Netwoderviceprovider. The Home 3GPP Network
service provideowns the 3GPP device subscriptidihis is also the case
where the noi8GPP and 3GPP wirelesstwork servicgroviders have a
business agreement to permit the 3GPP UE to ances3GPP network
services like Internet and localized services.

In a BBF Trusted accegthe 3GPP UE authenticati signaling is
provided by the fixed broadband network which may also query the H
3GPP HmeSubscriberServer (HSSAAA.

The TWAG is the logical entity responsible for the 3GPP UE IP mobil
service on the datslane betweea Trusted BBF Accesand 3GPP
network.
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TWAN TheTrusted WLAN Access Network WAN) is the construct from whicl
the 3GPP systems (UE and core) accept trustieHi traffic from a non
3GPP networkThe TWAN is defined in 3GPP TS 23.4[12]

TWAP The Trusted WLAN AAA Proxy (TWAP) is a logical AAA element that
binds the UEG6s subscripti onMediat
Access ControlNIAC) Address seen by th¥LAN Access Networklt
provides the TWAG with such informatigaagether with L2 attach/detact
events when needed as triggers

Untrusted Access An Access Network is consideredtrusted by Home 3GPP network wh

it does not fulfill the security features required by the Home 3GPP

Networkserviceprovider.

2.4 Abbreviations

This Technical Reportisesthe following abbreviations:

3GPP Third Generation Partnership Project
AAA Authentication, Authorization & Accounting
AN Access Node
AP Access Point
APN Access Point Name
ARP Address Resolution Protocol
BPCF Broadband Policy Control Function
BSSID Basic Service Set Identifier
CoA Change of Authorization
DHCP Dynamic Host Configuration Protocol
DL Downlink
DSCP Differentiated Services Code Point
EAP Extensible AuthenticatioRrotocol
EPC Evolved Packet Core
ePDG Evolved Packet Data Gateway
EPS Evolved Packet System
GGSN Gateway GPRS Support Node
GPRS General Packet Radio Service
GRE Generic Routing Encapsulation
GTP GPRS Tunneling Protocol
H(e)NB Home &olvedNodeB
HESSID Homogenous Extended Service Set Identifier
HPLMN Home Public Land Mobile Network
HSS Home Subscriber Server
IKEv2 Internet Key Exchange version 2
IMSI International Mobile Subscriber Identity
IP-CAN IP Connectivity Access Network
IPMM IP Mobility Mode
L2TPv3 Layer 2 Tunneling Protocol version 3
LIPA Local IP access
March2014 © The Broadband Forumll rights reserved 150f 62
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MAC

ME
MME
MS-BNG
NA
NA(P)T

NSWO-APN

PCC
PCEF
PCRF
PDN
PDN GW
PLMN
PMIP
PPP
QCI
QoS
RA
RADIUS
RBN
RG
RS
SeGW
SIM
SIPTO
SSID
TDF
TR
TWAG
TWAN
TWAP
UDP
UE
UiCC
UL
VLAN
VPLMN
WAN
WG
WLAN
WT
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Media Access Control

Mobile Equipment

Mobility Management Entity

Multi Service Broadband Network Gateway
Network Access Identifier

Network Address (Port) Translation
Non-Seamles$VLAN Offload- APN
Policy and Charging Control

Policy and Charging Enforcement Function
Policy and Charging Rules Function
Packet Data Networks

Packet Data Networks Gateway
Public Land Mobile Network

Proxy Mobile IP

Pointto-Point Protocol

QoS Class ldentifier

Quality of Server

Router Advertisement

Remote Authentication Dial In User Service
Regional Broadband Network
Residential Gateway

Router Solicitation

Security Gateway

Subscriber Identity Module
SelectedP Traffic Offload

Service Set Identifier

Traffic Detection Function
Technical Report

Trusted WLAN Access Gateway
Trusted WLAN Acces Network
Trusted WLAN AAA Proxy

User Datagram Protocol

User Equipment

Universal Integrated Circuit Card
Uplink

Virtual Local Area Network

Visited Public Land Mobile Network
WLAN Access Network

Working Group

Wireless Local Area Network.
Working Text
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3 Technical Report Impact

3.1 Energy Efficiency

TR-291has no impact on Energy Efficiency.

3.2 IPv6

IPV6 is covered iTR-291 There are nodal requirements which cover the cases of both wireline and
wireless networks being IPv6 and both being IPv4. However, the case where/when one network is
IPv4 and the other IPv6 is not covered.

3.3 Security

Most aspects of security for 3GPP and Fixed Broadband interworking are already defined in 3GPP
TS 33.40422] (security architecture between RBGPP accesses, including fixed broadband

access, andGPPEPC) and 3GPP T33.210[20] (security architecture for network domain IP

based control planes).

Securityaspects in particular L2 isolation on P2P links are cover8&dation7.5.

3.4 Privacy

Becausd'R-291describes interworking between 2 operators, privacy concerns will need to
encompass the privacy statements and policies of both opefadstesmers may need to be told the

differences they can expect in the privacytwfir communications based on the selection of
protocols and technologiéy the interworking operators.
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4 Introduction

This section provides an overview of the interworking principles described {303R] for
trusted and wtrusted interworking.

A UE whosetraffic is crossing a BBF network should still benefit from a certain degree of mobility,
provided thathe UEis equipped with &Vi-Fi or a 3GPP interface, and that the required 3GPP
mechanisms are present in the netwaditkese mechanisms can either remain confined to the 3GPP
domain, or be entrusted tioe BBF domain.

1 Whenthe mechanisms amnfined to the 3GPP domaihe BBF network is saith be
UNTRUSTED (by the subscriber 3GPP operatdhe interworking solutiom the BBF

A

networkmay be able tassist the 3GPP networkcontrolingtheUEs 6 tr af f i c.

o The femtocell traffic of a UE is backhauled by means of a 3GPP HeNB establishing
a secured tunnel to a 3GPP core over the BBF network.

o TheWi-Fitraffic of a UEis forwarded over the BBF network andegthrough a
secure tunnel

1 When the mechanisms are entrusted to the BBF dothaiBBF network is saitb be
TRUSTED (by the subscriber 3GPP operator), anddWasFi traffic is forwarded and
controlled by the iterworking solution in the BBF network.

This Technical Reportonsiders the interworking mechanisms for UE traffic. This includes both:

1 3GPP routed connectivifpka ERrCout ed 0 i n 3 G&yRimng nvobileyr e t r af
supportis routedvia the 3aGPP domain.

1 BBFrouted connectivityak.a i NSWO0 f-oeaminess WLAN offl oado
where traffic is routed across the BBF domain. This typically occurs when the mobility
service is not required or not agtable.

The terms 3GPPRouted connectivittand BBFrouted connectivitgan be applied to traffic on a per
Subscriber Session bagas defined in TRL46[5]) or on a peAPN basis (&.a. SelectedP

Traffic Offload (SIPTO in 3GPP)3GPP routed connectiviig applicable for both trusted and
untrusted scenarios, whiBBF routed connectivitys only applicable for trusted scenario.

TR-291does not provide any requirement for rogtin theuntrusted scenario and relies on
requirements defined by 3GPP TS 23.11RH.

Forthetrusted scenario, the possilolecision points for traffic routingre the UE, the R@ndthe
MS-BNG. Requirements for addressirguting inthetrusted scenariare addressed tBection7
and Sectior®.
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Regarding mobility, this specification coversi@&work-based mobilityput it is agnostic to IP
hostbased mobility andmplication mobility. Hence, throughout thigchnical Reportmobility
pertains t3GPP routedraffic only. The seamless aspects of mobilrgout of scope; the only

role of the fixed network being to fulfill $2(trusted case) or the secured tunnel between a 3GPP
device in the subscriber network and a 3GPP network (untrusted case).
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5 Fundamental architectures and topologies

This sectiordescribes 3GRBBF interworking architecture principlésr hostbased (S2cand
network based (S2b and S2a) mobility management in the context-af78{®].

5.1 Host-based mobility (S2c¢ scenarios)

The figure below depicts 3GHBEBF interworking in hosbased mobility scenarios in the context of
WT-178]6] architecture. It should be noted, however, that a UE could alternately or simultaneously
participate in the networks and services provided by the wireline access. This traffic is not shown in
the figure.

(L3) RG UE

Wi-Fi AP

¥ SwaorSTa

Figure 17 Interworking for trusted S2c and untrusted S2c scenarios

Note: In trusted S2c there is a tunnel for mobility signaling. In untrusted case there are 2 tunnels: one for
mobility signaling, one for user plane.

Whenevelasedimabibtd i s requir ed, IRsdttenndltBroughshte BBFI i s he s
network to a given 3GPP EPC. This doesnod6t requ
support the traffic, but the scenarios are documented i{A03R7]. Due to that, there is no S2c

specific procedure included Bection11.

However, requirements on interworking between the fixed and mobile control glaeeist,
especially for policy controlThey aredescribed in TRR03 [7], and the associated nodal
requirements are iSection8. Once these are added to the base S2c architeEigtedl), the
resulting architecture looks likeigure2.
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Va

(L3) RG

UE

Aggregation _ Access

Wi-Fi AP

(3GPP) EP

AAA !
slructurc)g,»fr--.‘u,......__l
7T PCC T

{_jnfra

AAA

Figure 27 S2c scenarios with interworking between policy control systems

5.2 3GPP Network-based mobility (S2b)

Figure3 shows interworking ithe context othe WT-178[6] architecture, for networkased
mobility scenarios where the fixed network is untrusted. Note as before that the UE can also
natively receive service from the BBF network.

(L3) RG

UE

Wi-Fi AP

GPP) EPC

{ AAA T}
“infrastructure,-.. ...
T - PCC

Figure 371 Interworking for untr usted S2b scenario
In this scenario thgateway providingnobility is located in the 3GPP network because the BBF

network is untrusted. The UE establishesRsectunnel to the targeted 3GPP network in order to
build a secure poirtb-point link betweerthe UE and the mobility gateway.
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Figure4 depicts the allaboration options between fixed and mobile policy control and AAA
infrastructure They aredescribed in TR03[7], and the associated nodatjuirements are in
Section8.

A 'f'ﬂ

(L3) RG

# ~NEPs, RSPST
e Ve

Wi-Fi AP

(3GPP) EPC
Y Y 4
‘infrastructure,#-.. ... !
TgeTT PEC T : e,

.........

Figure 47 S2b scenario with interworking between policy control systems

5.3 3GPP Network-based mobility (S2a)

5.3.1 The Trusted WLAN Access Network TWAN ) concept

TheTWAN is defined inSection16/3GPPTS 23.402[14], and can be seen as a set of requirements

to achieve S2a interworkirtgetween nofBGPP and 3GPP networkihe TWAN is the construct
wherebythe 3GPP systems (UE aBGPP EPEacceptraffic from atrustedBBF network

1 SWw isthe reference point providing thiek between UE and W/i-Fi access point.

1 STais the reference point thaecurely conveys the AAA and mobility information between

the3GPP HSS/AAAserver (or proxy ithecase droaming) and the WLAN Access
Network.

1 S2ais the reference point providing the user and control planes between TWAG and 3GPP

Network. It conveys mobility controlQoS Informatiorand subscriber data.
The functions between these interfaces are respedctialled:WLAN Access Network TWAP,

and TWAG.Pointto-point user plane connectivity between UE and TWAG is describ8eation
7.5.
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1 TheWLAN Access NetworkWAN)i s t he set of APs, one of wk
802.11link. It providesforcedforwarding between the UE's 802.11 association and the
TWAG in both directions.

T The TWAP is an AAA el ement that binds the U
provider to theAC Addressseen by th&/AN. The TWAP provides thEWAG with such
information, together with L2 attach/detach events when needed as triggers.

1 The TWAG is aGPRS Tunneling Protoc@GTP) peer for the S2a reference poilbialso
acts as the default router for the UE on its access link, anBwsaanic Hest Configuration
Protocol(DHCP) server for the UE. When the TWAN provides access to the 3GPP EPC for
the UE, it forwards packets between thee DIEFAG pointto-point link and the S2a tunnel
for that UE. The association in the TWAN between the UE the TWA@ @ point link
and the S2a tunnel is based on theN&C Address

BBF network

UE

Figure 571 Interworking for S2a scenario: the TWAN

For 3GPP network based mobility and trusted scepidweainterworking solution supports a non
3GPP TWANand exposes the SWw, STa and S2a interfaces.

5.3.2 TWAN distribution in WT -178 nodal architecture

5.3.2.1WLAN Access Network(WAN)

By definition, the TWAN function calletVAN can only be located on thWgi-Fi AP.
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(L3) RG

3GPP A

WLAN —v—> UE

e )

AAA
client

Figure 67 Location of WLAN Access Network
5.3.2.2TWAG

The TWAGmMmust be located on a router acting as IP edg8@#tP routedraffic. This will be one
of the following:

1 TheMS-BNG.

1 A dedicated router

1 A mobility service platform beyond A10.
TR-2910nly considers the cases where the TWAG is located either dASH&NG, or on a
dedicated router which is a Nested BNG devoted \éi-Fi traffic (dedicated Service Edge router
described in WT178[6] as part of the I8-BNG concept)Having he mobility service platform
beyond A1Qs outof scope

Moreover, for the TWAG locateith a dedicated routethe L3 hierarchicaliS-BNG architecture is
also outof scope

5.3.2.3TWAP

The TWAP is part of the control plane

5.3.3 3GPP Network-based mobility (S2a) architecture options
5.3.3.1Deploymentoption 1: MS-BNG acting as a TWAG

Figure7 shows the case where thES-BNG acts as a TWAG. This node encompasses at least an
AAA client, which could be an AAA proxy.
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Va
Aggregation :
: UE
AAA
- A,AA infrastructure !
client client

R s pma st e

Figure 71 Trusted scenario with TWAG on MS-BNG

The blue arrow crossing A10 represents pos8BE routedtraffic pertaining to the same UE. The
node on which forking occurs depends on the mechamisud

The requirements for deployrthe TWAG on MS-BNG architecture argivenin Section7.1

Policyinformationis provided through the SZaTPand may require an admission control step in
the MS-BNG.

5.3.3.2Deploymentoption 2: Dedicated Routeras TWAG & TWAP

Figure8 depicts the case wherdadicated Routes useal to achieving both the TWAG and the

TWAP functions.
Dedicated é
Router Aggregation

Va

(L3)RG SWw

AAA |
client |*

AAA o
infrastructurc.ag-=-""", : STa

A10

Figure 81 Trusted scenario with TWAG on DedicatedRouter
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Policy information is provided thrgin the S2a5 TP and may require an admission control step in
the TWAG.

5.4 Mobility in the Femto scenario

TR-203[7] includes use cases and requirements where a 3GPP UE requests services from the 3GPP
network via aHome evolved Nod8 (H(e)NB) that connects to the BBF access netwbrgure9

shows interworking in the context of WI78[6] architecture, for H(e)NB based mobility

scenarios.

A10

- NEPs, ASPET- (L3)RG

UE

Femto

(3GPP) EPC

Figure 97 H(e)NB scenario

Note: Local IP Acess (LIPA) is not covered ifR-291 as it is fully described isection4.3.16/3GPP TS
23.401[13], Section4.4.9/3GPP TS 23.4(13], andSection5.3.14/3GPP TS 23.060

The reference architecture focuses on the policy management aspects of tHeEF:PP
interworking.

Note 1: ThelPsectunnel establishment between the H(e)NB (standalone and RG integrated) is per 3GPP TS
33.320[21].

Note 2: The connection between M&-BNG and theSecurity GatewaySeGW is IP transport.

Note 3: When the 3GPP and Fixed Broadband saoesvorks belong to differengiwiceproviders security
arangements for the PCREBPCF connection arthe same as for th€ixed AccessAAA Server £3GPP
HSS/AAA connectionin S2aand Sb scenarios

Note 4:For nonLIPA traffic from all UEs connected to the Femto is routed tc3G®PEPC
Note5: The UE identy and IP address are not known to the BBF network.
Note 6: Multiple PCRFs may initiate the S9a session
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